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Abstract

Diffusion-based image editors have become central tools for interactive visual manipulation,
combining probabilistic generative models with flexible conditioning mechanisms. Many practi-
cal editing scenarios require simultaneous control of global image style and preservation of local
scene structure, for example when re-rendering a photograph in a target artistic style while
maintaining object identities, spatial layout, and fine geometric details. However, the latent
spaces employed by diffusion models and their associated encoders often entangle style-related
and structure-related factors, and naive conditioning or prompt-based guidance tends to either
over-write local content or fail to propagate a coherent global appearance. This work studies
latent-space control in diffusion-based editors with a particular focus on the trade-off between
global style changes and local structure preservation. The paper develops a geometric perspec-
tive on latent diffusion spaces, where style manipulations are modeled as movements along a
low-dimensional subspace while local structure is treated as a set of constraints induced by the
image decoder and the diffusion denoising dynamics. Building on this perspective, we describe
optimization-based formulations that explicitly balance style and structural losses, and we in-
terpret several existing heuristic editing strategies as approximations to these formulations. We
then outline practical algorithms that combine subspace projections, attention-weighted locality
masks, and time-dependent control signals injected along the diffusion trajectory. Experimental
scenarios are discussed qualitatively to illustrate how different design choices affect the bal-
ance between global coherence and local fidelity, and limitations and possible extensions of the
approach are examined in detail.

Collaborative model governance refers to the coordinated processes by which organizations
specify, enforce, and audit the policies that control how machine learning models are created,
modified, evaluated, approved, deployed, monitored, and retired [L]. In contemporary data
platforms, governance spans a heterogeneous set of services that include dataset registries, fea-
ture stores, notebook and pipeline orchestration engines, model registries, experiment tracking
services, deployment controllers, and monitoring and incident response systems. Each ser-
vice often maintains its own logs and metadata, which can be consistent within a boundary
but inconsistent across boundaries. The governance problem becomes more complex when
multiple stakeholders participate with different authority scopes and when actions must be
demonstrably compliant with internal controls and external regulations. Governance is not
solely a question of access control; it is a question of capturing the rationale and evidence
behind decisions and of ensuring that the lineage linking a deployed model to the data and
code that produced it is auditable and resistant to tampering.
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Many existing approaches treat governance as a layer of approval workflows over a central-
ized database [2]. This works well when a single administrative domain controls the entire
platform, when the threat model is mostly accidental error, and when auditors trust the ad-
ministrators to curate records. However, collaborative model development frequently spans
organizational boundaries and supply chains. Data may be provided by one party, feature
transformations by another, model architecture by a third, and deployment by a fourth. Even
within a single organization, large platforms often operate as federations of teams with par-
tially independent control planes. A central governance database becomes a single point of
trust and a single point of failure, both operationally and for audit. In such settings, a net-
worked approach that provides shared consistency guarantees, explicit evidence binding, and
decentralized verification can reduce reliance on unilateral administrative assertions [2].
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Figure 1. High-level architecture of a networked consensus layer coordinating collaborative model
governance: submitted artifacts are certified by a validator overlay, committed to an audit ledger,
and propagated to the model registry for platform enforcement.

Table 1. Notation used in the proposed consensus protocol and lineage model.

Symbol Description Type Example Value

G Governance network Set of nodes and 64 validator nodes
graph edges

M Model artifact under Versioned object Model v3.1.4
governance

L(M) Lineage record associ- Ordered event log 152 events

ated with a model

c Consensus committee Subset of nodes 11 voting members
for a proposal

T Block time for consen- Time interval 2 seconds
sus round

f Maximum  tolerated Scalar f=1(n-1)/3]

faulty nodes
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Figure 2. Compact consensus round for governance decisions: a proposal moves through pre-vote
and pre-commit to produce a commit certificate; timeout triggers a view-change to maintain liveness
under partial synchrony.

A second difficulty is that governance decisions depend on a rich set of artifacts that are not
naturally captured by relational metadata alone. A training run may depend on a dataset
snapshot, a set of feature definitions, a container image, a pipeline graph, hyperparameters,
and a policy bundle. The run may produce evaluation results, interpretability reports, fair-
ness metrics, robustness tests, and security scans. Governance requires that these artifacts
be referenced in a stable way, that their integrity be verifiable, and that the relationships
among them be reconstructible. Lineage graphs address the relationship modeling problem,
while cryptographic content addressing addresses integrity. Yet lineage alone does not pro-
vide agreement on which governance actions are valid, nor does it provide a deterministic
policy state that different parties can rely on [1]. Conversely, a consensus log without a lin-
eage substrate risks becoming an opaque chain of approvals that cannot be independently
substantiated.

This paper proposes a protocol that treats collaborative model governance as a replicated
state machine whose input is a stream of governance transactions and whose state includes
policy definitions, role and authority assignments, model and dataset registries, and references
to evidence bundles stored in a content-addressed lineage substrate. The protocols key design
choice is to couple governance consensus with lineage anchoring: each governance transaction
commits to a set of lineage nodes and their hashes, and the consensus output commits to
both the governance decision and the precise artifact graph that substantiates it. This yields
an auditable record that can be verified by external auditors or internal compliance teams
without requiring privileged access to mutable databases. The protocol is designed for data
platforms where the execution of pipelines and storage of artifacts occur off-chain, while the
governance log maintains the authoritative commitments and admissibility checks.

The paper focuses on a practical threat model in which some participants may behave arbi-
trarily, including by attempting to approve models without required evidence, by modifying
lineage metadata after the fact, or by censoring governance actions [2]. It also considers benign
but common failure modes such as network partitions, retries that create duplicate submis-
sions, clock skew, and inconsistent identity mapping across services. The protocol aims to
provide safety, meaning that no two honest participants finalize conflicting governance states,
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Figure 3. Auditable lineage as a content-addressed DAG: each transformation, feature snapshot,
and model version emits a hash pointer committed to an immutable ledger, enabling end-to-end
provenance for deployments.

and audit completeness, meaning that finalized decisions are bound to verifiable evidence and
to a lineage graph that can be reconstructed. Liveness is considered under partial synchrony
assumptions typical of Byzantine fault tolerant systems.

The remainder of the paper is organized into sections that formalize the system and threat
models, define governance and lineage objects, describe the consensus protocol and transaction
semantics, analyze correctness and performance, and discuss implementation and evaluation
in real data platforms. The goal is to articulate a coherent design space and a concrete protocol
blueprint rather than to argue that one specific implementation dominates all alternatives.
The protocols contributions are framed as a set of mechanisms that can be adopted selectively,
with trade-offs made explicit in terms of fault tolerance, operational overhead, and verification
cost [L].

A data platform in scope is assumed to provide persistent storage for datasets and model
artifacts, compute services for transformation and training, metadata services for cataloging,
and control-plane services for deployment. Let the platform be partitioned into governance
domains, where each domain corresponds to an administrative boundary with its own identity
provider, key management practices, and operational policies. Domains interact through a
governance network in which selected nodes participate in consensus. The governance network
is responsible for ordering governance transactions and deriving a canonical governance state.
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Figure 4. Collaborative governance workflow from change request to publication: automated checks
and peer review feed a consensus approval that drives policy enforcement and controlled version
release.

Artifacts and large evidence bundles are stored in external object stores, artifact registries, or
repositories, but are referenced by cryptographic digests. The protocol is designed to function
across heterogeneous infrastructure, including hybrid cloud and on-prem environments, with
varying degrees of connectivity [Z].

We define a set of principals. Human principals include model developers, reviewers, risk
owners, and operators. Service principals include pipeline executors, scanning services, eval-
uation harnesses, and deployment controllers. Each principal is associated with a public key
and an identity assertion that can be validated by one or more trust anchors. In federated
settings, identity is mapped across domains using signed assertions that bind local identifiers
to global principal identifiers. The protocol does not assume a single identity provider; it
assumes that identities are represented as verifiable credentials or signed attestations that
can be checked during transaction validation [2]. Key rotation is modeled as an update to an
identity binding, which itself is a governance action recorded in the consensus log.

The state machine replicated by the governance network maintains several classes of ob-
jects. Policy objects define admissibility predicates, such as required review roles, required
evaluation metrics thresholds, required security scans, and required data usage constraints.
Authority objects define which principals can propose, endorse, or finalize particular actions,
potentially with multi-signature requirements. Registry objects represent logical entities such
as datasets, feature definitions, model versions, deployment targets, and monitoring config-
urations. Evidence objects represent signed statements about artifacts, such as a scanner
attesting that a container image has no critical vulnerabilities, or an evaluation harness at-
testing to measured performance on a held-out dataset snapshot [2]. Lineage objects represent
nodes in a provenance graph that relate inputs, transformations, and outputs.

We assume that the governance network consists of n consensus nodes, where up to f may
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Figure 5. Validator quorum sketch: a proposer disseminates a proposal to nearby peers; commit
requires a threshold of signatures while a faulty participant is isolated from the certificate formation
path.

Table 2. Roles participating in collaborative model governance across the network.

Role

Model Owner

Data Steward

Auditor

Platform Operator

Regulatory Liaison

Observer Node

Primary Responsibili-
ties

Define objectives, ap-
prove deployments

Validate data quality
and policies

Inspect history and
controls

Maintain  infrastruc-
ture

Map rules into checks

Monitor but not vote

Permissions

Propose and vote on
changes

Attach data
evidence

lineage

Read-only access to all
logs

Manage node configu-
ration

Approve policy tem-
plates

Subscribe to finalized

Typical Actor

Product team lead

Data governance team

Internal compliance

MLOps engineer

Risk and legal team

External partner
blocks

be Byzantine. A Byzantine node may deviate arbitrarily, including equivocating, forging
messages under compromised keys, attempting to reorder transactions, or withholding votes.
Honest nodes follow the protocol and do not leak private signing keys. We assume stan-
dard cryptographic hardness for digital signatures and hash functions. Network communica-
tion is authenticated and integrity-protected, though messages may be delayed, reordered, or
dropped [L]. The network is partially synchronous: there exists an unknown global stabiliza-
tion time after which message delays are bounded. This model is typical for Byzantine fault
tolerant consensus and captures both transient partitions and variable latency in cross-region
deployments.

Threats considered include tampering with governance records, tampering with lineage meta-
data, forging evidence, approving changes without required approvals, replaying old evidence
for new models, and censorship of governance actions. Tampering with governance records
is mitigated by consensus with quorum certificates and by requiring that finalized blocks are
signed by a threshold of nodes. Tampering with lineage metadata is mitigated by content
addressing and by committing lineage roots into finalized governance blocks. Forging evi-
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Figure 6. Integration of governance consensus into a data platform: core services (lakehouse, feature
store, training, serving, observability) interact with a protocol sidecar anchored by identity/key
management and an auditable ledger.

dence is mitigated by requiring evidence to be signed by authorized service principals and by
binding evidence to specific artifact hashes and policy versions [L1]. Replays are mitigated by
nonces, epoch identifiers, and by requiring that evidence includes context fields referencing
the relevant governance state. Censorship is mitigated by permitting clients to submit trans-
actions to multiple nodes and by designing the mempool admission and proposal selection
policies to be auditable, though the protocol acknowledges that complete censorship resis-
tance is difficult in permissioned settings without additional economic or committee-rotation
mechanisms.

The protocol also considers privacy and confidentiality constraints, which are common in
governance. Auditors may be allowed to verify that required checks were performed without
gaining access to raw datasets or proprietary model code. To accommodate this, evidence
objects can include commitments to confidential artifacts and can be accompanied by selec-
tively disclosed summaries. The protocol itself does not require that all evidence is publicly
readable; it requires that evidence is addressable, integrity-protected, and verifiable under
appropriate access controls [L2]. Confidentiality is treated as orthogonal to consensus: the
consensus layer commits to hashes and metadata, while access to underlying content is gov-
erned by platform access policies.

Operational constraints influence the design. Governance must not impose prohibitive latency
on development iteration, particularly for early-stage experimentation, while still enforcing
stricter controls on promotion to production. The protocol therefore distinguishes between
governance stages, such as experimental, staging, and production, each associated with dif-
ferent admissibility predicates. The replicated state machine supports stage-specific policy
evaluation and stage-specific authority requirements [L2]. The design also anticipates offline
or intermittent connectivity for some domains, which motivates mechanisms for delayed en-
dorsement and for anchoring external attestations into the consensus log after the fact, while
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Table 3. Consensus phases and message types in the networked protocol.

Phase Message Type Core Contents Reliability Require-
ment
Proposal PROPOSE Change set, model id, At least one honest
lineage pointer proposer
Pre-vote PREVOTE Proposal hash, round > 2f + 1 matching
number votes
Pre-commit PRECOMMIT Locked proposal hash > 2f + 1 matching
commits
Finalize FINALIZE Block id, signatures, Persisted to append-
timestamp only log
Dispute CHALLENGE Evidence bundle, con- Delivered to all com-
flicting state mittee nodes
Table 4. Canonical lineage events captured in the audit log.
Event Type Trigger Recorded Fields Example Query

Model Registered

New model created

Owner, schema hash,
policy id

List all models owned
by team X

Training Run Training  job Data snapshot id, Retrieve runs using
pleted seed, metrics dataset D7

Evaluation Evaluation suite exe- Benchmark id, scores, Show failing fairness
cuted threshold checks

Deployment Model pushed to run- Target env, rollout Audit production de-
time plan, approver ployments

Rollback Deployment reverted  Previous version id, Find all rollbacks in

cause Q2
Retirement Model decommis- End of life time, re- List retired models by

sioned placement domain

preserving causal consistency and preventing retroactive manipulation.

The protocol is structured as a permissioned Byzantine fault tolerant consensus system that
replicates a deterministic governance state machine. Governance actions are expressed as
transactions submitted by clients, validated by nodes against the current state, ordered
through consensus, and applied to update the state. The consensus output is an append-
only sequence of blocks, each block containing a set of transactions and a quorum certificate
proving that a threshold of nodes agreed on the block. The governance state at height h is
the result of deterministically applying all transactions from genesis through block & in order.
This design enables any verifier with access to the finalized chain and the state transition
rules to reconstruct the state, subject to access controls for off-chain content [L].

Transactions are typed and include structured fields that reference lineage and evidence.
Representative transaction types include registering a dataset snapshot, registering a feature
definition, registering a model artifact, submitting an evidence bundle, proposing a promotion
of a model to a higher stage, approving or rejecting a proposal, updating a policy bundle,
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Table 5. Core components in the data platform integration architecture.

Component

Governance Node
Model Registry
Lineage Store
Policy Engine
Monitoring Bridge

Key Management Ser-
vice

Purpose

Execute protocol and
policies

Track model versions
Persist history
Evaluate constraints
Connect runtime sig-

nals

Secure identities

Main Input

Proposals, votes, pol-
icy rules

Model binaries, meta-
data

Event records, signa-
tures

Policies, context, evi-
dence

Telemetry, alerts

Key material, access
rules

Main Output

Finalized governance
blocks

Stable model
fiers

identi-
Immutable lineage log
Pass / fail decision
Governance-relevant

events

Rotated signing keys

Table 6. Security assumptions and corresponding mitigation mechanisms.

Assumption

Bounded network delay

At most f Byzantine nodes

Potential Risk

Liveness failure under network

partitions

mining votes

Colluding validators under-

Mitigation Strategy

Timeouts with view changes

and backoff

Stake-weighted

committees

and slashing

Cross-organization audit re-
dundancy

Honest majority of auditors Suppressed or biased findings

Cryptographic commitments
and cross-checks

Immutable storage layer Silent log tampering

Hardware-backed keys and ro-
tation policies

Secure key custody Key theft and impersonation

rotating keys, and changing authority assignments. Each transaction includes a unique iden-
tifier, a reference to the current governance epoch, a set of input references, and a set of
signatures from required principals. Input references include hashes of artifacts, hashes of
lineage nodes, and identifiers of existing registry objects. The uniqueness identifier prevents
replay. Epoch references prevent cross-epoch reuse of approvals when policy changes oc-
cur [L1]. Signatures ensure non-repudiation and enforce that only authorized principals can
perform certain actions.

A key design element is the separation of proposal transactions from endorsement transac-
tions, with both being recorded in the log. For example, promoting a model to production
is represented by a proposal transaction that references the model version, the intended de-
ployment target, the policy bundle to be applied, and the required evidence categories. The
proposal transaction does not itself finalize the promotion. Endorsement transactions record
approvals by reviewers, risk owners, and automated services, each endorsement including a
signature and a reference to the proposal identifier. A finalization transaction, which can be
automatically generated once endorsement conditions are met, causes the state machine to
mark the promotion as finalized and to trigger downstream actions such as allowing deploy-
ment controllers to proceed [LL]. This structure provides granular auditability: auditors can
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Table 7. End-to-end performance of the protocol under increasing network size.

Nodes (n) Median Latency (ms) Throughput (tx/s) Audit Overhead (%)
8 35 950 4.2

16 48 870 5.0

32 71 760 6.3

64 112 640 8.1

96 154 520 9.4

128 203 430 11.2

Table 8. Representative failure scenarios and how the system recovers from them.

Failure Mode Detection Mechanism Recovery Action

Validator crash Missed heartbeats and votes Reassign to standby node and
resync state

Network partition Divergent round numbers Trigger view change and rec-
oncile longest chain

Equivocating proposer Conflicting proposals in same  Slash stake and blacklist key

round material

Policy engine outage Missing validation results Buffer proposals and replay
once restored

Corrupted lineage segment Merkle proof mismatch Restore from replicated snap-
shot

see who endorsed what, under which policy, with which evidence, and at which time in the
canonical log.

Consensus nodes maintain a mempool of pending transactions. Admission control checks syn-
tactic validity, signature correctness, nonce uniqueness, and basic authorization constraints.
Deeper semantic checks, such as evaluating whether a proposal already has sufficient endorse-
ments, are performed during execution when the transaction is applied in the consensus order.
This prevents mempool divergence from affecting safety, since only the consensus-ordered ex-
ecution determines state. Nodes may still choose to pre-filter transactions that are clearly
invalid under the current state to reduce load, but must be prepared to handle transactions
that become valid later due to state changes, such as endorsements arriving after a proposal
is recorded [LZ].

The consensus protocol can be instantiated with a quorum-based algorithm that provides
deterministic finality under the condition n > 3f+ 1. Blocks are proposed by a leader that
may rotate per round or per height. Nodes vote on proposed blocks after validating their
contents and their linkage to the previous block. A block is considered finalized when it has
a quorum certificate consisting of signatures from at least 2f+4 1 nodes. To reduce signature
overhead, threshold signatures or aggregated signatures can be used, producing a compact
quorum certificate that verifies against a group public key. Leader rotation and view-change
mechanisms ensure liveness when a leader is faulty or slow [L2]. The protocol assumes partial
synchrony, so liveness is guaranteed after stabilization if at most f nodes are Byzantine.

Governance-specific constraints are integrated into block validation. Nodes validate that each
transaction references a known epoch, that policy updates occur through authorized actions,
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Table 9. Alignment between governed artifacts and required metadata in the platform.

Artifact Type
Training Dataset

Feature Store Table
Model Binary
Evaluation Suite

Deployment Config

Key Metadata Fields

Source, license, pii
status
Owner, refresh ca-
dence
Framework, version,
hash

Metrics, datasets

Region, rollout strat-
egy

Governance Checks

Policy compliance,
consent scope

Drift monitoring, ac-
cess control
Reproducibility,
benchmark thresholds

Coverage, fairness, ro-
bustness

Residency, redun-
dancy, rollback plan

Example Instance

Public web
non-PlI

corpus,

User engagement ag-
gregates

Gradient boosted
trees v2
Latency and bias
checks

Blue-green rollout in
EU

11

and that any evidence references are well-formed and correspond to content-addressed objects.
For transactions that reference lineage nodes, nodes validate that the referenced lineage node
hashes are consistent with the claimed parent relationships, to the extent that the nodes
have access to the lineage metadata. When full lineage content is not available to all nodes
due to confidentiality, the protocol allows transactions to include a lineage root commitment
and an access capability reference, enabling nodes to validate structural properties without
reading confidential payloads. In such cases, validation relies on commitment schemes and
signed attestations from trusted lineage services, and the governance state records which
attestations were used [L9)].

A governance epoch is introduced as a mechanism to bind approvals and evidence to a par-
ticular policy context. Epoch changes occur when policy bundles change or when authority
assignments are updated. Each epoch defines a policy version, an authority map, and a
set of admissibility rules. Transactions include the epoch identifier, and endorsements must
match the epoch of the proposal they endorse. This avoids ambiguity where a model might
be proposed under one policy and then endorsed under another after a policy update. If a
policy update is intended to affect in-flight proposals, the state machine can define deter-
ministic migration rules, such as requiring re-endorsement under the new epoch [20]. The
epoch mechanism also supports committee rotation in the consensus layer, enabling the set
of consensus nodes to change over time while preserving audit continuity.

The protocol defines deterministic conflict resolution rules for concurrent actions. Because
all actions are serialized by consensus, conflicts are resolved by order. However, the state
machine must define how to handle semantic conflicts, such as two proposals attempting to
reserve the same model alias or two key-rotation transactions targeting the same principal.
Deterministic rules might include rejecting the later transaction if the resource is already
reserved, or allowing both but marking one as superseded. The choice affects usability and
audit semantics [2L]. The design favors explicit supersession records rather than silent over-
writes, since supersession preserves a clear lineage of decisions. This aligns with governance
needs, where understanding why something changed is often as important as the final state.

Interoperation with external services is mediated through signed receipts and deterministic
triggers. For example, a deployment controller may subscribe to finalized promotion events
and then deploy the referenced model artifact. To ensure auditability, the deployment con-
troller issues a signed deployment receipt transaction that records the deployed artifact hash,
the target environment, the configuration hash, and the observed rollout status. Monitor-
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ing systems can similarly submit signed incident and metric attestations that bind observed
behavior to a deployed version [22]. These feedback signals become part of the governance
state and lineage, supporting post-deployment audits and model retirement decisions. The
protocol thus treats governance as a continuous lifecycle rather than a one-time approval gate.

Auditable lineage requires more than storing identifiers that point to artifacts. It requires
representing the causal and transformational relationships among artifacts in a way that is
verifiable, composable, and resilient to partial disclosure. The protocol adopts a lineage sub-
strate based on a content-addressed Merkle-DAG, where each lineage node is a structured
record whose identifier is the cryptographic hash of its canonical serialization. A lineage node
includes a type tag, a set of parent references, and a payload that may include metadata
fields such as timestamps, executor identifiers, dataset logical names, schema digests, trans-
formation code digests, and environment configuration digests [2:]. Parent references create
a directed acyclic graph capturing how outputs depend on inputs. For example, a training
output node references parents corresponding to the dataset snapshot node, feature definition
nodes, the code package node, and the container image node.

Content addressing provides tamper evidence: if any field of a node changes, its hash changes,
and thus any governance transaction that committed to the old hash no longer matches. This
property is central to audit. However, lineage graphs can be large, and not all participants
need or are allowed to retrieve all nodes. The protocol therefore uses root commitments
[24]. A governance transaction may include a lineage root hash that represents the transitive
closure of dependencies relevant to a governance action, along with a proof object that enables
a verifier to check inclusion of specific nodes. Proofs can be standard Merkle inclusion proofs
when the DAG is normalized into a set commitment, or they can be path proofs that show
how a particular node is reachable from the root through parent links. The protocol does not
require a single global root for all lineage; it requires that each governance decision commits
to the relevant root(s) and that the mapping from roots to concrete nodes is verifiable.

Evidence objects are treated as first-class nodes in the lineage graph. An evidence node
includes the hash of the artifact being attested to, the policy predicate being evaluated,
the measurement method, the measured result, and the signer identity [22]. For example, an
evaluation evidence node might include a digest of the evaluation dataset snapshot, a digest of
the evaluation code, and a digest of the produced metrics report, as well as a signed statement
by the evaluation service principal. By representing evidence as lineage, the protocol allows
auditors to traverse from a governance approval back through evidence to the exact pipeline
and data that produced the evidence. This reduces ambiguity and helps prevent a common
audit failure mode where an approval references a report by name but the report is later
regenerated or replaced.

Governance state binds to lineage through commitments recorded in the consensus log. When
a model version is registered, the registration transaction includes the model artifact hash and
at least one lineage root hash representing the training run. When a promotion is proposed,
the proposal includes the lineage root(s) required by policy, such as training lineage and
evaluation lineage [20]. Endorsements include references to specific evidence nodes, and the
finalization transaction commits to the set of endorsements and evidence nodes that satisfied
the policy. This yields an auditable package: the finalized governance event includes all
hashes necessary to reconstruct the decision and the underlying lineage graph. If auditors
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later retrieve the content-addressed nodes, they can verify integrity by recomputing hashes
and checking references. If content is unavailable due to retention limits, the protocol still
preserves commitments that show what existed at the time of decision, though completeness
then depends on archival practices.

A practical challenge is that many lineage-relevant artifacts are generated by complex work-
flows with nondeterministic elements, such as randomized training or environment-dependent
behavior. The protocol does not attempt to make training deterministic [2Z]. Instead, it
aims to make the description of what was executed and what was produced verifiable. This
includes committing to the code digest, container digest, dependency lockfile digest, configu-
ration digest, and data snapshot digest. For stochastic processes, the protocol can optionally
record random seeds and library versions as part of the configuration node. The audit ques-
tion becomes whether the recorded artifacts correspond to what was actually executed, which
is addressed through signed receipts from trusted execution environments or from pipeline
orchestrators that have privileged access to runtime information. The design acknowledges
that such attestations rely on the integrity of the execution service and may require hardware-
rooted trust for stronger guarantees.

Lineage also supports governance semantics such as data usage constraints and privacy re-
quirements [22]. Dataset nodes can include usage policy tags, consent constraints, and reten-
tion classes. Feature nodes can include sensitivity classifications. Model nodes can include
intended use declarations and risk categories. Policy predicates can then be defined over
lineage attributes, for example requiring that production models do not depend on datasets
with restricted consent tags, or requiring additional review if sensitive features are present.
Because such attributes are part of the committed lineage nodes, policy evaluation can be
audited: auditors can verify that the policy predicate was applied to the exact lineage at-
tributes at the time of approval. When attributes themselves are sensitive, the protocol can
store commitments to attributes and require that authorized auditors can reveal them later
[29]. This introduces a trade-off between immediate verifiability by all nodes and confiden-
tiality, which is addressed by specifying which predicates can be evaluated from commitments
alone and which require privileged disclosure.

To manage scale, lineage nodes are grouped into shards and referenced by manifest nodes. A
manifest node commits to an ordered list of child node hashes and can represent, for example,
all partitions of a dataset snapshot or all intermediate steps of a pipeline. Governance trans-
actions can then commit to manifest hashes rather than enumerating all children. Auditors
can expand manifests as needed. This structure also supports incremental lineage: when a
new model version is produced, the lineage graph can reuse existing nodes for unchanged
components, such as a dataset snapshot or a feature definition, and only introduce new nodes
for new outputs [20]. Content addressing naturally deduplicates identical nodes. The pro-
tocols storage model and audit cost depend on the degree of reuse, which is influenced by
development practices such as versioning datasets by snapshot rather than by logical name.

A further consideration is lineage evolution. Organizations often refine how they represent
lineage over time. The protocol supports schema evolution for lineage nodes by including
explicit type tags and version fields in node serialization. Governance policy can then specify
which lineage schema versions are acceptable for certain stages [21]. For example, experi-
mental models might allow older lineage schema that lacks certain fields, while production
promotion might require a schema version that includes explicit data consent metadata. By
recording schema version in the node hash, the protocol prevents ambiguous interpretation
and allows auditors to apply the correct parser and validation rules for historical data.
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The protocols correctness is analyzed in terms of consensus safety and liveness, governance
admissibility, and audit integrity. Safety of the replicated log is inherited from the underlying
Byzantine fault tolerant consensus algorithm under the assumption that n > 3f+ 1 and
that cryptographic primitives are unbroken. Safety can be expressed as agreement on the
finalized sequence of blocks: no two honest nodes finalize different blocks at the same height.
Given deterministic state transitions, this implies agreement on governance state [22]. Let By,
denote the finalized block at height h and let S;, denote the governance state after applying
blocks through h. Safety implies that for any two honest nodes ¢ and j, BZ = B]h and

therefore S¢ = .Sﬂh for all finalized heights. The protocols governance semantics are defined to
be deterministic, including conflict resolution rules and policy evaluation, which is essential
because nondeterminism would allow diverging states even under identical logs.

Liveness is the property that valid transactions submitted by honest clients are eventually
included and finalized, assuming network conditions eventually stabilize and the number of
Byzantine nodes does not exceed f Liveness depends on leader rotation and view-change,
and on the absence of permanent censorship by a coalition exceeding the fault threshold.
In permissioned settings, membership and authority are governed by policy, so a separate
governance question arises: who controls the consensus node set [22]. The protocol models
membership changes as epoch transitions that update the validator set. Liveness then requires
that epoch transitions themselves are subject to rules that prevent a Byzantine minority from
freezing the system, such as requiring quorum certificates from the current epoch to authorize
the next epoch. Under partial synchrony, standard arguments show that eventually an honest
leader will propose a block and gather votes. The protocols added transaction validation rules
must be designed not to introduce circular dependencies that block progress. For example,
if a policy update requires evidence that itself requires policy update acceptance, the system
could deadlock. The state machine design avoids such cycles by defining a base set of always-
admissible maintenance actions and by allowing policy updates to be proposed and endorsed
using existing policy until finalized [21].

Governance admissibility is captured by predicates evaluated by the state machine. Let P
denote the current policy bundle and let T be a transaction. Define Valid(S, T) as a predicate
that is true if and only if transaction T is admissible in state S under policy bundle P and
authority mapping. For example, a promotion finalization transaction is valid only if the
corresponding proposal exists, has not been finalized, and has accumulated endorsements
satisfying a required threshold across roles, and if each required evidence category has at
least one evidence node that is valid under P. Evidence validity can include signature checks
and binding checks. Binding checks ensure that evidence references the correct artifact hashes
and the correct policy epoch. A useful modeling approach treats endorsements and evidence
as resources that satisfy policy constraints, and finalization consumes these resources in a
deterministic way, recording the exact set consumed for audit [23].

Audit integrity is modeled by commitments. Let H(-) denote a collision-resistant hash func-
tion. Each lineage node z has an identifier h; = H(canon(z)), where canon(z) is a canonical
serialization. A governance transaction commits to a set of lineage identifiers {hy,} and ev-
idence identifiers {h.,}. A finalized block commits to the ordered list of transactions and
therefore transitively to those identifiers. For an auditor to verify that a governance decision
was based on specific artifacts, the auditor must retrieve the corresponding nodes and check
that recomputed hashes match committed hashes. Under collision resistance, an adversary
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cannot substitute different content with the same hash except with negligible probability.
Thus, audit integrity reduces to the availability of content and to the trustworthiness of
signers for evidence, rather than to the mutability of logs [2(].

The protocols performance can be modeled by decomposing end-to-end governance latency
into consensus latency and evidence availability latency. Let A denote the network delay
bound after stabilization, and let r denote the number of consensus rounds required for
finalization in the chosen algorithm. In optimistic conditions, a block can be finalized in
a small constant number of message delays, often approximated as O(A). The effective
governance latency for a transaction that requires endorsements depends on the time to
gather endorsements from human and automated principals, which is typically dominated by
external processes. However, the protocols overhead should not materially add to this [27].
The added overhead includes hashing and signature verification, which can be quantified by
per-transaction CPU cost, and state storage and retrieval cost, which can be quantified by
database operations.

A simplified throughput model can be derived by considering block size and validation cost.
Let A be the transaction arrival rate, let b be the block interval, and let m be the maximum
number of transactions per block. The system can sustain A up to approximately m/b under
steady state, subject to CPU and I/O constraints. Validation cost per transaction includes
signature verification cost ¢y, hash verification cost cp, and state access cost cs. If a node
has CPU budget C per second for validation, then a rough constraint is A(ce + cp + ¢5) < C
[22]. Aggregated signatures reduce the per-block overhead by replacing many signature checks
with fewer, though transaction signatures still need verification unless transactions are also
aggregated via batch verification. If each transaction includes k signatures on average, then
cs scales with k, which motivates role-based threshold endorsements where possible.

Storage growth is driven by the consensus log and by the lineage substrate. Let g be the
average governance transaction size in bytes and let A be the average transaction rate. Then
the log grows at approximately Ag bytes per second. Lineage growth depends on the number of
new lineage nodes per model lifecycle event and on deduplication [29]. Let u be the average
number of unique lineage nodes introduced per registered model version, and let s be the
average size of a lineage node. If model versions are registered at rate p, then lineage storage
grows at pus. Evidence bundles, such as evaluation reports, can dominate storage if stored
in full. In the protocol, evidence payloads are stored off-chain and referenced by hash, so
the consensus log contains only commitments. Nevertheless, auditors may require retention,
so the platform must manage archival storage. A governance-aware retention model can
be expressed as a function of stage and risk category, with higher-risk production artifacts
retained longer [L0].

Consensus network bandwidth can be modeled by message complexity. Many BFT proto-
cols require O(n?) message exchange per round, though optimized variants reduce practical
overhead through leader-based aggregation. If each vote message is size v bytes and each
node sends votes to the leader, then the leader receives roughly nv per round and broadcasts
a proposal or certificate of size p bytes. Total network load is influenced by block size and
by quorum certificate size. Threshold signatures reduce certificate size to a constant, which
is useful when n is large. However, threshold signing requires distributed key generation or
a trusted setup, and key rotation becomes more complex [Ll]. The protocol allows either
approach, treating it as an implementation choice.

Governance correctness also involves reasoning about the binding between policy evaluation
and evidence. Let F denote an evidence node and let a denote the artifact hash being attested.



16 Pham Minh Khang et al.

A binding predicate Bind(FE, a) is true if £ contains a and any required contextual fields such
as dataset snapshot hash and code hash. Let Auth(F) be true if the signer of FE is authorized
for the evidence category under the current authority mapping. Let Fresh(F, €) be true if E
is issued within an allowed window relative to epoch € and references € explicitly. Evidence
validity can be defined as

EvValid(S, E, a,e) = SigOk(E) A Auth(E) A Bind(E, a) A Fresh(E,e) , (5.1)

where SigOk(E) checks the digital signature and identity binding. A policy predicate for
promotion can then be expressed as a conjunction of required evidence categories and required
endorsement roles. If C is the set of evidence categories required and R is the set of roles
required, the predicate can be modeled as

RHTC € End(prop,r) : En
(5.2)

PromoteOk(S, prop) = ( eCHEG Ev(prop, ¢) : EvValid(S, E, a, e)) A ( .
C T

where Ev(prop, ¢) is the set of evidence nodes associated with proposal prop for category ¢,
End(prop, r) is the set of endorsements for role r, a is the model artifact hash, and € is the
proposal epoch. Determinism requires that the state machine selects a canonical witness set of
evidence and endorsements when multiple satisfy the predicate, for example by choosing the
lexicographically smallest hashes [12]. This canonicalization ensures that finalization records
the same set on all nodes.

An adversarial analysis focuses on attempts to violate PromoteOk while still finalizing. Be-
cause finalization is executed deterministically by honest nodes, an adversary would need
to either compromise signatures for required roles, or exploit a validation weakness where
EvValid accepts incorrect bindings, or cause divergent interpretations of policy. The design
mitigates this by requiring that policies themselves are part of the replicated state, with
canonical serialization and hashing. Policy bundles are committed in blocks and referenced
by epoch identifiers. Therefore, policy interpretation is uniform across nodes. Another attack
vector is submitting evidence that is technically valid but semantically misleading, such as
evaluating on a favorable dataset snapshot. The protocol can address this only to the extent
that policy constrains which datasets are acceptable and requires disclosure of dataset hashes
[12]. Ultimately, governance captures accountability and traceability rather than guarantee-
ing that a model is appropriate in an absolute sense.

A final modeling aspect concerns audit cost. Suppose an auditor wants to verify a finalized
promotion event. The auditor must retrieve the promotion finalization record, the associated
proposal, the endorsements, and the evidence nodes. The auditor must then fetch the lin-
eage roots and expand the lineage DAG to a degree required by audit scope. Let N be the
number of lineage nodes reachable from the committed root, and let g be the fraction the
auditor chooses to inspect in depth [L1]. The audit retrieval cost is proportional to ¢N, while
integrity verification cost is proportional to the number of hashes recomputed and signatures
checked. If each node requires one hash computation and each evidence requires one signa-
ture verification, then computational cost can be approximated as gNcp + Mcg, where M is
the number of evidence and endorsement signatures. The protocol supports partial audit by
allowing auditors to verify inclusion of specific nodes via proofs without fetching all nodes,
reducing ¢ for routine audits while enabling deep audits when needed.
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Implementing the protocol in a real data platform requires careful integration with existing
services while preserving determinism and auditability. The consensus layer can be deployed
as a set of governance nodes operated by different teams or domains. Each node maintains
the replicated log and a local database for state indexing [L2]. The log itself can be stored
in an append-only store with periodic checkpoints. Checkpoints allow nodes to bootstrap
without replaying the entire history, while still enabling auditors to verify history if needed.
Checkpointing must be done carefully to preserve audit semantics: a checkpoint should include
the state hash and a proof linking it to a finalized block, so that the checkpoint is not a new
trust anchor but a derived artifact. Nodes can maintain both a full archive mode and a pruned
mode, where pruned nodes rely on checkpoints and retain recent blocks, while archival nodes
retain the full chain.

The lineage substrate can be implemented as a content-addressed store backed by object stor-
age, with a canonical serialization format for nodes. A practical choice is a binary canonical
form that avoids ambiguity in field ordering and encoding [1C]. The platforms existing meta-
data store can be used as an index from logical names to content hashes, but the authoritative
identity of a lineage node remains its hash. The pipeline orchestration system should be ex-
tended to emit lineage nodes as part of execution, including input dataset snapshot hashes,
code hashes, environment hashes, and output artifact hashes. This emission should occur
in a way that is resilient to retries: if the same execution is retried, it should produce the
same lineage nodes for identical inputs, or produce a new execution node that references the
previous attempt, depending on the desired semantics. Deterministic naming of execution
nodes can be achieved by hashing a tuple of inputs, though runtime nondeterminism may
still affect outputs, so the protocol records outputs explicitly.

Evidence services, such as vulnerability scanners and evaluation harnesses, should be modeled
as service principals with managed keys. Each service produces signed evidence nodes and
writes them to the content-addressed store [LI]. To prevent key compromise from silently
rewriting history, evidence issuance can be coupled with a transparency log: evidence nodes
are committed to the governance log as soon as they are produced, or at least before they
are used in approvals. This ensures that evidence used for approvals is part of the canonical
record. For high-stakes stages, services can use hardware-backed keys or remote attestation to
strengthen confidence that evidence was produced by an approved binary. The protocol treats
such strengthening as optional but records the attestation mechanism in evidence metadata
so auditors can judge assurance level.

Integration with a model registry involves representing model versions as registry objects in
governance state and storing the actual artifacts in an artifact store. A model registration
transaction includes the model artifact hash, a pointer to its storage location, and the lineage
root hash of the training run [12]. The artifact store must provide immutability or versioned
retention to ensure that a stored object at a given hash remains retrievable. If the artifact
store is not naturally content-addressed, a wrapper can compute hashes on upload and enforce
write-once semantics by mapping hashes to immutable object versions. The governance state
can also store human-readable labels and aliases, but those are treated as mutable pointers
that change through governance actions, never by overwriting an artifact.

Deployment integration is often the most sensitive operational point. Deployment controllers
typically require high availability and low latency [12]. The protocol supports a pattern where
deployment controllers treat the governance log as the source of truth for which model versions
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are authorized for which environments. Controllers subscribe to finalized events and validate
quorum certificates before acting. To avoid constant chain verification overhead, controllers
can rely on checkpointed state snapshots signed by a quorum and periodically verify linkage
to the chain. Deployment receipts are submitted back as governance transactions, creating a
closed audit loop. This approach allows independent verification of what was authorized and
what was deployed, reducing reliance on mutable deployment logs.

Policy authoring and evaluation must be deterministic [20]. Policies are represented as code
or declarative rules with a canonical evaluation engine. In practice, this implies restricting
policy languages to deterministic subsets and specifying exact evaluation semantics, including
numeric precision and string normalization. If policies include numeric thresholds, evaluation
must be consistent across platforms. For example, if a policy requires that a metric exceeds a
threshold, the metric computation must be referenced by hash and the policy must specify how
the metric is parsed and rounded. Evidence nodes should include raw values and canonical
encodings. This reduces disputes where a metric appears to pass on one system and fail on
another due to formatting differences [Z1]. The governance state records the policy engine
version, enabling auditors to reproduce evaluation behavior.

Key management and identity federation are operationally complex. The protocol assumes
that each principals key is bound to identity through signed assertions. Implementations
should support key rotation by recording key update transactions that link old and new
keys and specify effective times. For service principals, rotations should be automated and
integrated with secret management. For human principals, rotations may be driven by em-
ployment changes or security events [22]. Revocation is modeled as a governance action that
updates authority mappings. The protocols audit log then captures who had authority at
each time, which is often required for compliance. In federated settings, mapping between
local identities and global identifiers should be explicit and signed, and disputes should be
handled by governance actions that record overrides or deprecations.

Evaluation of the protocol should emphasize correctness, performance, and audit utility. Cor-
rectness evaluation includes fault-injection tests where a subset of nodes behave Byzantine,
including equivocation, vote withholding, invalid transaction proposals, and censorship at-
tempts. The system should be tested for safety under these faults, demonstrating that hon-
est nodes do not finalize conflicting states [22]. Liveness evaluation includes network delay
and partition simulations, measuring time to finalize after stabilization. Governance seman-
tics should be tested with adversarial transactions, such as replayed endorsements, evidence
bound to wrong artifacts, and proposals that attempt to exploit policy edge cases. Deter-
ministic state machine behavior should be validated by running multiple nodes with different
hardware and operating systems and verifying identical state hashes for the same log.

Performance evaluation should measure consensus throughput and latency with realistic trans-
action mixes. Governance workloads are not uniform. Experimental stages may generate
many registrations and evidence submissions, while production stages generate fewer but
heavier approval workflows [21]. Measurements should include signature verification over-
head, state database performance, and network bandwidth. Because evidence payloads are
off-chain, the consensus layer primarily handles commitments and signatures, but some trans-
actions may include multiple signatures, increasing cost. The effect of aggregated signatures
should be quantified. Another performance dimension is audit verification time. Auditors
may need to verify a set of promotions over a period. The system should provide efficient
query paths to retrieve all relevant hashes and signatures, and it should support batch verifi-
cation of signatures [22]. The relationship between lineage graph size and audit time should
be measured, including the benefits of manifests and deduplication.
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Audit utility evaluation should involve reconstructing lineage for a sample of deployed mod-
els and verifying that required evidence is present and correctly bound. The system should
support both routine audits, where only a subset of lineage nodes is inspected, and deep
audits, where full lineage is expanded. The protocols ability to support partial disclosure
should be evaluated by simulating an auditor with restricted access and verifying that com-
mitments still allow integrity checking. Retention and archival policies should be tested,
ensuring that commitments remain verifiable even if some content is moved to cold storage.
An important metric is audit completeness: the fraction of governance decisions for which
all required evidence and lineage nodes remain available and verifiable [2C]. Another metric
is audit interpretability: the clarity with which the log and lineage graphs can be navigated
to answer typical audit questions such as which dataset snapshots contributed to a model,
which reviewers approved it, and which policy version applied.

The protocol also needs to coexist with human workflows. User interfaces should present
governance state in a way that is understandable and that encourages correct behavior. For
example, when a developer proposes a promotion, the interface can automatically assem-
ble the required evidence set by querying the lineage store and evidence services, reducing
manual attachment errors. Reviewers can be presented with a deterministic summary that
includes hashes, policy checks, and evidence signatures, along with human-readable descrip-
tions derived from metadata. The protocols deterministic core does not depend on the user
interface, but usability affects whether the system is adopted and whether governance records
are complete [2Z]. The design anticipates that some teams will operate in a mode where they
create many experimental artifacts that are later garbage-collected, while production artifacts
require strict retention. Stage-specific policies can encode these differences.

A final implementation consideration is interoperability across platforms. Organizations may
use multiple data warehouses, multiple orchestration engines, and multiple registries. The
protocol is designed to be a thin governance layer that can bind to heterogeneous artifact
stores via content hashes. Adapters can compute hashes and produce lineage nodes for each
system [22]. The replicated governance state serves as a unifying record that can reference
artifacts regardless of where they are stored. This reduces the need to centralize all artifacts
into a single system, which is often impractical. It also supports supply-chain scenarios where
a vendor provides a model artifact and evidence under their own domain, and a consumer
domain records acceptance and deployment under its own authority, with cross-domain lineage
references captured as hash commitments and signed assertions.

This paper has described a networked consensus protocol for collaborative model governance
in data platforms, with an emphasis on auditable lineage and deterministic, verifiable decision
records. The design models governance as a replicated state machine whose transactions rep-
resent proposals, endorsements, evidence commitments, and policy updates, all ordered by a
Byzantine fault tolerant consensus mechanism that provides deterministic finality under stan-
dard fault assumptions. Auditable lineage is represented as a content-addressed provenance
graph, and governance decisions commit to lineage roots and evidence nodes, enabling inde-
pendent reconstruction and verification of how a model was produced, evaluated, approved,
and deployed [24]. The protocol integrates epoch-based policy contexts to bind approvals
and evidence to specific policy versions, reducing ambiguity during policy evolution, and
it records operational feedback such as deployment receipts and monitoring attestations to
support lifecycle governance beyond initial approval.
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The analysis has outlined how consensus safety and liveness interact with governance se-
mantics, how evidence binding can be formalized to prevent replays and substitutions under
realistic assumptions, and how performance and audit costs can be modeled in terms of trans-
action validation, signature overhead, storage growth, and lineage expansion. Implementation
considerations highlight the need for deterministic policy evaluation, robust identity and key
management, practical lineage emission from pipelines, and integration patterns that keep op-
erational systems responsive while preserving auditability. The evaluation methodology em-
phasizes adversarial testing, reproducible audits, and measurements that reflect the distinct
workload characteristics of governance compared to general-purpose transaction systems.

The protocol does not eliminate the need for organizational judgment about policies, risk
thresholds, and trusted execution services, and it does not guarantee semantic correctness
of evidence beyond what policies specify. It provides a structured way to record and verify
governance decisions and their supporting lineage under collaborative and adversarial con-
ditions, offering a basis for more consistent audits and for clearer accountability in complex
model lifecycles [00].
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